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We face a wave of promising electrically powered technology 

 … relied upon by millions 

  … essential in critical settings 

 

• Will the electrical revolution be sabotaged by 
underdeveloped power connectivity and resilience?  

 

• It’s the system of systems that matters 
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Power, storage, and human factors in cyber security… 
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Power Source innovation 
Incubator hub – develop low TRL technologies and take through to exploitation in the market place 
Example: E-X-Drive improves fuel efficiency and reliability, significant power within the vehicle and new 
freedom in design 
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Energy innovation case study 

• Power source management for future Forward Operating Bases (FOBs) 

• Why power sources?  
–Critical enabler  

–Costly and heavy; risks in logistics and safety 

–Scope for advancements – electrochemistry, logistics & applications 

–Investment for future technology and environmental sustainability 

• Why future FOBs? 
–Relevant environment 

–Microcosm of wider potential  

–Advancements widely applicable (transport hub, refugee camp) 
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2-way flow of electricity and information 

courtesy of EPRI 

Smart Grid Organisation:  The ‘Energy Internet’ 
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Your greatest asset and your strongest defence 
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Unlocking Resilience 
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Impact 
Analysis 

Countermeasures 

Threat 
Identification  

Vulnerability 
Analysis 

• What are the real threats we are dealing with? 

• How vulnerable is our infrastructure? 

• What will happen if we are attacked? 

• What do we need to do to protect ourselves and 
recover quickly? 
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